SEAMUS FREITAG

s@seamusf.com | Beaverton, OR | seamusf.com | linkedin.com/in/seamusf | github.com/SeamusFreitag

PROFESSIONAL SUMMARY

Cybersecurity professional with hands-on experience in web application security testing, network traffic analysis, intrusion detection, and
malware investigation through an internship, practical projects, and cybersecurity training. Familiar with tools such as Burp Suite,
Wireshark, Splunk, Snort, Suricata, and Nmap, with experience documenting findings and analyzing security incidents. Brings ten years of
operations leadership, troubleshooting, process improvement, and team training, with an emphasis on clear documentation, problem-
solving, and resolving issues under pressure.

TECHNICAL SKILLS

Security: Burp Suite, OWASP Top 10, Wireshark, Suricata, Snort, Nmap, Splunk, Metasploit, Kali Linux, VirusTotal, malware analysis
Fundamentals: CIA triad, IAM (SSO, MFA), PKI and certificates, OSI model, vulnerability management, incident response lifecycle
Systems & Networking: Windows Server, Linux, PowerShell, Bash, TCP/IP, DNS, DHCP, subnetting, Docker, VMware, AWS, Azure
Development: Python, JavaScript, TypeScript, React, Node.js, HTML/CSS, SQL (T-SQL, SQL Server), Git/GitHub

TECHNICAL PROJECTS

CYBERSECURITY LIVE PROJECT | github.com/SeamusFreitag/Live-Project 2026
* Exploited OWASP Juice Shop with Burp Suite: SQL injection auth bypass, IDOR, mass assignment, rate limit gaps, and a null byte bypass.
* Analyzed PCAPs and IDS alerts in Wireshark to trace infections, confirming Trickbot, Qakbot, Ursnif, Zeus, and Cobalt Strike activity.

* Triaged a live Jigsaw ransomware infection on Windows 10 via PE metadata and VirusTotal, recovered encrypted files, and removed it.

PORTFOLIO WEBSITE | seamusf.com 2026
* Built a Node.js static site generator that mirrors project READMEs from GitHub, deployed on Cloudflare Pages.

* Hardened with a strict Content Security Policy, HSTS, DNSSEC, and a security.txt with a PGP key for vulnerability disclosure.

PROFESSIONAL EXPERIENCE

Cybersecurity Intern | Prosper IT Consulting - Portland, OR August 2026 - September 2026

* Completed 21 security stories in two-week Agile sprints tracked in Azure DevOps, with daily standups and sprint retrospectives.

* Produced 21 incident reports translating technical findings into executive summaries, methodology, and recommended solutions.

* Built the lab with Kali Linux in VMware and Juice Shop in Docker, and researched threats with VirusTotal, ANY.RUN, and ExploitDB.
PINNACLE PRO LOGISTICS July 2023 - Present
Operations Manager May 2026 - Present

* Direct daily logistics operations for a 10+ person team and serve as the first escalation point across customers and carriers.

* Partner with the General Manager on account strategy, contributing to a 25% monthly revenue increase within the first month.

» Coach and train employees, lead weekly team huddles, and negotiate core carrier rates balancing cost, capacity, and service quality.
Pricing Analyst July 2024 - May 2026

* Selected as interim Operations Manager during a leadership absence, maintaining team priorities and escalation management.

* Built competitive shipment quotes from lane data, carrier costs, and margins, and improved quote response times.

Operations Specialist July 2023 - June 2024

* Designed Excel-based operational tools that standardized business information and remain in active use company-wide.

* Resolved shipment delays, damages, tracking discrepancies, and compliance issues using Aljex, MacroPoint, and Microsoft 365.
AMAZON 2021 - 2023
Learning Ambassador

* Delivered more than 750 hours of hands-on process training to groups of 10 to 15 associates, improving accuracy and productivity.

* Onboarded more than 200 new employees and served as a floor-level escalation point for process and safety issues.
MEDUSA DISTRIBUTION 2016 - 2020
Procurement / Inventory Analytics

* Built Excel inventory tools that improved forecasting and stock visibility and identified excess inventory.

* Managed supplier relationships and negotiated pricing, payment terms, and delivery schedules to protect margins.

EDUCATION

THE TECH ACADEMY April 2026 - September 2026
Cybersecurity Program

* Coursework in networking, Linux and Windows Server, web and database security, SOC fundamentals, Snort rules, Python, and SQL.
BELLEVILLE HIGH SCHOOL 2012

High School Diploma
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